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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of
Proposed Rule marking concerning Toll Fraud. As a tele-
communications professional who is responsible for my
company's communications systems, I am encouraged by the
proposed rulemaking because even though I have taken each
and every protective step recommended by the IXC's and CPE
vendors to secure my systems, I can still experience toll
fraud. It is impossible to secure my system 100% from
fraud. :

PBX owners should not be responsible for 100% of the toll
fraud if we don't control 100% of our destiny. Since our
destiny is not only controlled by our PBX security pre-
cautions, but also by the information, services and equip-
ment provided IXCs, LECs and CPEs, the law should reflect
that. It is preposterous to think that the IXCs, LECs and
CPEs who all have a very important part in this issue, have
absolutely no legal obligations to warn customers and there-
fore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks
of toll fraud with their equipment and provide recommended
counter methods. It is critical that CPEs ship equipment
without default passwords which are well known within the
hacker community. Passwords should be created during the
installation of the equipment with the customers full
knowledge. CPEs should be required to include security-
related hardware and software in the price of their systems.
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When you buy a car, the lock and key are provided in the
design and price of the car. Not an adjunct that you have
to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T
NetProtect and Sprint Guard have broken new ground in
relation to preventing toll fraud, they still don't do
enough. Some of these services are too expensive for
smaller companies and the educational information is super-
ficial. Monitoring by the IXCs should be a part of the
basic interexchange service offerings, as all companies,
large and small, are vulnerable to toll fraud. If the IXCs
were monitoring all traffic, there wouldn't be any cases of
toll fraud for periods longer than a day.

As hackers begin new methods of breaking in to systems by
using local lines instead of 800 numbers, the LECs should be
required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared
liability. They are fair and equitable. Shared liability
will require clear definitions of the specific responsible-
lities of the CPE owners to secure their equipment, the
manufacturer to adequately warn the customer of the toll
fraud risks associated with features of the CPE, and the
IXCs and LECs to offer detection and prevention programs and
educational services. If toll fraud occurs and one of the
parties should fail to meet these responsibilities and prove
to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to
the aggrieved parties. Should all parties have met the
aforementioned responsibilities, and toll fraud occurs, then
liability should be shared equally.

However, shared liability only addressed the system of the
problem of toll fraud and not the cause.

The root of this insidious crime of toll fraud is the hacker
community. As the information highway widens, so do the
endless opportunities for hackers to compromise our communi-
cation systems. I do not believe it when the hackers state
they only "hack" to gain knowledge. If this were the case,
there wouldn't be a toll fraud problem. While it is the
hacker who breaks in to the systems and sells the infor-
mation, it is the call sell operations that truly profit
from it.

Until we come up with an adequate method for law enforcement
to catch and prosecute these criminals, toll fraud will
continue to grow beyond the $5 billion problem it is today.
We must develop legislation that clearly defines and
penalizes this criminal activity and gives law enforcement
the tools it needs to track and prosecute the perpetrators
of toll fraud.



Toll fraud is an illegal, fraudulent theft of service. I am
encouraged that if we all work together we can make a
positive impact on this terrible problem.

Sincerely,

Denise M. Munro
Senior Systems
Consultant
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Diana Tipton
Systems Consultant II
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Doug Clark

Senior Analyst-~Voice Network
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Dear Mr. Caton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning
Toll Fraud. I have been active in communications security ever since my company became a
toll fraud victim in April of 1991, T testified at the Congressional Hearing on Toll Fraud in
June of 1992 and last year as president of the National DEFINITY Users Group, lead a letter
writing campaign to the FCC on issue of toll fraud.

Since our initial exposure to toll fraud, we have taken many steps to tighten system security,
much of 1t developed without the aid of our vendors. And yet, we still have experienced
numerous (albeit unsuccessful) attempts from hackers trying to gain access to our PBX.
Hackers have called our switchboard operator pretending to be the PBX maintenance provider
in an attempt to gain access to our PBX. Several of our cellular phones and calling cards have
been compromised. Our 800 number for voice mail was published in a hacker bulletin board.
We have documented over a dozen attempts of hackers trying to break in to our PBX in the last
2 years. Even though we are a company who is very active in our own security, we are still
very vulnerable to all types of toll fraud. We cannot stop the fraud alone, we rely on our
carriers and CPE vendors to warn of us new methods and security risks.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our implementation and proper use of
PBX security features, but also by the information, services and equipment provided IXCs,
LECs and CPEs, the law should reflect that. It is preposterous to think that the IXCs, LECs
and CPEs who are all important players in this issue. have absolutely no legal obligations to
warn customers and therefore, no real incentive to stop fraud.

CPEs must be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It 1s critical that CPEs ship equipment without
default passwords which, are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs
should be required to include security related hardware and software in the price of their
systems. When you buy a car, the lock and key are provided in the design and price of the car.

Not an adjunct that you have to purchase later. DN
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William F. Caton
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While the programs offered by IXCs, such as MCI Detect™, AT&T NetPROTECT™ and Mr.
Sprint Guard™ have broken new ground in relation to preventing toll fraud, they still don't do
enough. These services, along with insurance programs are too expensive. Monitoring and
proper notification by the IXCs must be a part of the basic interexchange service offerings, as
all companies, large and small, are vulnerable to toll fraud  If the IXCs were monitoring all
traffic, there wouldn't be any cases of toll fraud for penods longer than a day.

As hackers begin new methods of breaking into systems by using local lines instead of 800
numbers, the LECs must be required to offer monitoring services similar to the IXCs. Local
lines are just as vulnerable to toll fraud. As the line between IXC and LEC becomes fuzzier,
monitoring and proper notification by all carriers will be even more applicable.

I applaud the provisions outlined in the NPRM on shared hability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll
fraud risks associated with features of the CPE and the [XCs and LECs to offer detection and
prevention programs and educational services.

If toll fraud occurs and one of the parties should fail to meet these responsibilities and prove to
be negligent, then they should bear the cost of the fraud. I do not believe any damages should
be awarded to the aggrieved parties. Should all parties have met the aforementioned
responsibilities, and toll fraud occurs, then liability should be equitably distributed among CPE
owner, and all CPE vendor(s), LEC(s) and IXC(s) involved.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause. The root of this insidious crime of toll fraud is the hacker community. As the
information highway widens, so do the endless opportunities for hackers to compromise our
communication systems. I do not believe it when the hackers state they only 'hack’ to gain
knowledge. If this were the case, there wouldn't be a toll fraud problem. While it is the hacker
who breaks in to the systems and sells the information, it is the call sell operations that truly
profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the 5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent, theft of service that is devastating the entire

telecommunications industry including users, vendors and carriers. I am confident that if we
all work together we can make a positive impact on this terrible problem.

Sally York, ag

Communication Systems
415-627-9084

Sincerely,
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known witnin the hacker community. Passwords shouid be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally. '

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only *hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. 1 am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely, .

S S
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RE: CC Docket 93-292

Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed
Rulemaking concerning Toll Fraud. As a telecommunications professional
who is responsible for my company’s communications systems, I am
encouraged by the proposed rulemaking because even though I have taken
each and every protective step recommended by the IXC's and CPE vendors to
secure my systems, I can still experience toll fraud. It is impossible to
secure my system 100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we
don’t control 100% of our destiny. Since our destiny is not only
controlled by our PBX security precautions. but also by the information,
services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs
who all have a very important part in this issue, have absolutely no legal
obligations to warn customers and therefore, nco real incentive to stop
fraud.

CPEs should be required to provide warnings about the risks of toll fraud
with their equipment and provide recommended counter methods. It is
critical that CPEs ship equipment without default passwords which are well
known within the hacker community. Passwords should be created during the
installation of the equipment with the customers full knowledge. CPEs
should be required toc include security-related hardware and software in
the price of their systems. When you buy a4 car, the lock and key are
provided in the design and price of the cax Not an adjunct that you have
to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect
and Sprint Guard have broken new ground in relation to preventing toll
fraud, they still don't do enough. Some of these services are toco
expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be part of the basic
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interexchange service offerings, as all companies, large and small, are
vulnerable to toll fraud. If the IXCs were monitoring all traffic, there
wouldn’t be any cases of toll fraud for periods longer than a day.

As hackers begin new methods of breaking in to systems by using local
lines instead of 800 numbers, the LECs should be required to offer
monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They
are fair and equitable. Shared liability will reguire clear definitions
of the specific responsibilities of the CPE owner to secure their
equipment, the manufacturer to adeguately warn the customer of the toll
fraud risks associated with features of the CPE, and the IXCs and LECs to
offer detection and prevention programs and educational services. If toll
fraud occurs and one of the parties should fail to meet these
responsibilities and prove to be negligent, then they should bear the cost
of the fraud. I do not believe any damages should be awarded to the
aggrieved parties. Should all parties have met the aforementioned
responsibilities, and toll fraud occurs, then liability should be shared

equally.

However, shared liability only adresses the symptom of the problem of toll
fraud and not the cause.

The root of this insidious crime of toll fraud is the hacker community.

As the information highway widens, so do the endless opportunities for
hackers to compromise our communication systems. I do not believe it when
the hackers state thay only ’'hack’ to gair knowledge. If this were the
case, there wouldn’'t be a toll fraud problem. While it is the hacker who
breaks in to the systems and sells the information, it is the call sell
operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and
prosecute these criminals, toll fraud will continue to grow beyond the $5
billion problem it is today. We must develop legislation that clearly
defines and penalizes this criminal activity and gives law enforcement the
tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged
that if we all work together we can make a positive impact on this

terrible problem.

Sincerely,

B / ! /': . f
- 3 -

Richard E. Larned
Technical Services Supervisor
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Mr. William F. Canton

Acting Secretary

Federal Communications Commyission
1919 M Street NW

Washington, D.C. 20554

RE: CC Docket 93-292
Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords shouid be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard

have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of

these services are too expensive for smaller companies and the educational information is

superficial. Monitoring by the IXCs should be a part of the basic interexchange service

offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were .

monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day. 4
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only *hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

Cheryl L. Wagner
Administrative Assistant
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed
Rulemaking Concerning Toll Fraud. As a telecommunications professional
who is responsible for the School of Education’s communication systems, I am
encouraged by the proposed rulemaking because even though I have taken each
and every protection step recommended by the IXC’s and CPE vendors to
secure my systems, I can still experience toll fraud. It is impossible to secure
my system 100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we do not
control 100% of our destiny. Since our destiny is not only controlled by our
PBX security precautions, but also by the information, services and equipment
provided IXC’s LECs and CPEs who all have a very important part in this
issue, have absolutely no legal obligations to warn customers and therefore, no
real incentive to stop fraud.

CPEs shouid be required to provide warnings about the risk of toll fraud with
their equipment and provide recommended counter measures. It is critical that
CPEs ship equipment without default passwords which are well known within
the hacker community. Passwords should be created during the installation of
the equipment with the customers full knowledge. CPEs should be required to
include security-related hardware and software in the price of their systems.
When you buy a car, the lock and key are provided in the design and price of
the car. Not an adjunct that you have to purchase later.

(Our School is currently considering purchasing a "Lock and Key" for both
our telephone switch and voice mail system - however our budget may not
allow for such a purchase - leaving us to gamble that we won’t be hacked!)

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect
and Sprint Guard have broken new ground in relation to preventing toll fraud,
they still don’t do enough. Some of these services are too expensive for
smaller companies (including the School of Education) and the educational
information is superficial. Monitoring by the IXCs should be part of the basic
interexchange service offerings, as all companies, large and small, are
vulnerable to toll fraud. If the IXCs were monitoring all traffic, there
wouldn’t be any cases of toll fraud for periods longer than a day. AS hackers
begin new methods of breaking into systems by using local lines instead of 800
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numbers, the LECs should be required to offer monitoring services similar to
the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are
fair and equitable. Shared liability will require clear definitions of the specific
responsiblities of the CPE owner to secure their equipment, the manufacture to
adequately warn the customer of the toll fraud risks associated with features of
the CPE, and the IXCs and LECs to offer detection and prevention programs
and educational services. If toll fraud occurs and one of the parties should fail
to meet these responsibilities and prove to be negligent, then they should bear
the cost of the fraud. I do not believe any damages should be awarded to the
aggrieved parties. Should all parties have met the aforementioned
responsibilities, and toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the system of the problem of toll
fraud an not the cause.

The root of this insidious crime of toll fraud is the hacker community. As the
information highway widens, so do the endless opportunities for hackers to
compromise our communication systems. I do not believe it when the hackers
state they only "hack” to gain knowledge. If this were the case, there
wouldn’t be a toll fraud problem. While it is the hacker who breaks into the
systems and sells the information, it is the call sell operations that truly profit
from it.

Until we come up with an adequate method for law enforcement to catch and
prosecute these criminals, toll fraud will continue to grow beyond the $5
billion problem it is today. We must develop legislation that clearly defines
and penalizes this criminal activity and gives law enforcement the tools it
needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that is we
all work together we can make a positive impact on this terrible problem.

Sincerely,

XUl Nls i e
Ms Kyle Wickemeyer-Hardy

Supervisor of the Voice Network
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Federal Communications Commission ' L ROT
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Dear Mr. Canton:

It was with great interest | read the recent FCC Notice of Proposed Rulemaking concerning Toll Fraud.

As a telecommunications professional who is responsible for my Company’s communications systems, |
am encouraged by the proposed rulemaking because even though I have taken each and every protective
step recommended by the IXC’s and CPE vendors to secure my systems, I can still experience toll fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of our
destiny. Since our destiny is not only controlled by our PBX security precautions, but also by the
information, services and equipment provided 1XCs, LECs and CPEs, the law should reflect that. It is
preposterous to think that the IXCs, LECs and CPEs who all have a very important part in this issue,
have absolutely no legal obligations to warn customers and therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment and
provide recommended counter methods. It is critical that CPEs ship equipment without default
passwords which are well known within the hacker community. Passwords should be created during the
installation of the equipment with the customer’s full knowledge. CPEs should be required to include
security-related hardware and software in the price of their systems. When you buy a car, the lock and
key are provided in the design and price of the car. Not an adjunct that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard have
broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of these
services are too expensive for smaller companies and the educational information is superficial.
Monitoring by the IXCs should be a part of the basic interexchange service offerings, as all companies,
large and small, are vulnerable to toll fraud. If the IX (s were monitoring all traffic, there wouldn’t be
any cases of toll fraud for periods longer than a day.
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MR. WILLIAM F. CANTON
JANUARY 10, 1994
PAGE TWO

As hackers begin new methods of breaking into systems by using local lines instead of 800 numbers, the
LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable. Shared
liability will require clear definitions of the specific responsibilities of the CPE owner to secure their
equipment, the manufacturer to adequately warn the customer of the toll fraud risks associated with
features of the CPE, and the IXEs and LECs to offer detection and prevention programs and educational
services. If toll fraud occurs and one of the parties should fail to meet these responsibilities and prove to
be negligent, then they should bear the cost of the fraud. 1 do not believe any damages should be
awarded to the aggrieved parties. Should all parties have met the aforementioned responsibilities, and
toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the cause.

The root of this insidious crime of toll fraud is the hacker community. As the information highway
widens, so do the endless opportunities for hackers to compromise our communication systems. I do not
believe it when the hackers state they only "hack” to gain knowledge. If this were the case, there
wouldn’t be a toll fraud problem. While it is the hacker who breaks into the systems and sells the
information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these criminals,
toll fraud will continue to grow beyond the $5 billion problem it is today. We must develop legislation
that clearly defines and penalizes this criminal activity and gives law enforcement the tools it needs to
track and prosecute the perpetrators of toll fraud.

Toll fraud is illegal, fraudulent theft of service. Tam encouraged that if we all work together we can
make a positive impact on this terrible problem.

Sincerely,
UNITED FIRE & CASUALTY COMPANY
¢ aﬂ7 Heclitndon.

Cathy Halverson
Telecommunications Assistant Manager

CH/csr
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January 10, 1994

Mr. William F. Canton

Acting Secretary

Federal Communications Commission
1919 M Street NW

wWashington, D.C. 20554

RE: CC Docket 932292 .
%';‘""%‘:Ek»
Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed
Rulemaking concerning Toll Fraud. As a telecommunications
professional who is responsible for West Georgia Medical Center's
communications systems, I am encouraged by the proposed rulemaking
because even though I have taken each and every protective step
recommended by the IXC's and CPE vendors to secure my systems, I can
still experience toll fraud. It is impossible to secure my system
100% from fraud.

PBX owners should not be responsible for 100% of the toll fraud if
we don't control 100% of our destiny. Since our destiny is not only
controlled by our PBX security precautions, but also by the
information, services and equipment provided IXC's, LECs and CPEs
who all have a very important part in this issue, have absolutely no
legal obligations to warn customers and therefore, no real incentive
to stop fraud.

CPEs should be required to provide warnings about the risks of toll
fraud with their equipment and provide recommended counter methods.
It is critical that CPEs ship equipment without default passwords
which are well known within the hacker community. Passwords should
be created during the installation of the equipment with the
customers full Kknowledge. CPEs should be required to include
security-related hardware and software in the price of their
systems. When you buy a car, the lock and key are provided in the
design and price of the car. Not an adjunct that you have to
purchase later.

CHARLES L. FOSTER.JR. FAC HE.
ADMINISTRATOR

1514 VERNON ROAD

LaGRANGE, GEORGIA 30240
No. of Copies rec’

404-882-1411 List ABCDE




While the programs offered by IXC', such as MCI Detect, AT&T
NetProtect and Sprint Guard have broken new ground in relation to
preventing toll fraud, they still don't do enough. Some of these
services are too expensive for smaller companies and the educational
information is superficial. Monitoring by the IXCs should be a part
of the basic interexchange service offerings, as all companies,
large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there would not be any cases of toll fraud
for periods longer than a day. As hackers begin new methods of
breaking in to systems by using local lines instead of 800 numbers,
the LECs should be required to offer monitoring services similar to
the IXCs.

I applaud the provisions outlined in the NPRM on shared liability.
They are fair and equitable. Shared liability will require clear
definitions of the specific responsibilities for the CPE owner to
secure their equipment, the manufacturer to adequately warn the
customer of the toll fraud risks associated with features of the
CPE, and the IXCs and LECs to offer detection and prevention
programs and educational services. If toll fraud occurs and one of
the parties should fail to meet these responsibilities and prove to
be negligent, then they should bear the cost of the fraud. I do not
believe any damages should be awarded to the aggrieved parties.
Should all parties have met the aforementioned responsibilities, and
toll fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem
of toll fraud and not the cause.

The root of this insidious crime of toll fraud is the hacker
community. As the information highway widens, so do the endless
opportunities for hackers to compromise our communication systems.
I do not believe it when the hackers state they only "hack" to gain
knowledge. If this were the case, there would not be a toll fraud
problem. While it is the hacker who breaks into the systems and
sells the information, it is the call sell operations that truly
profit from it.

Until we come up with an adequate method for law enforcement to
catch and prosecute these criminals, toll fraud will continue to
grow beyond the $5 billion problem it is today. We must develop
legislation that clearly defines and penalizes this criminal
activity and gives law enforcement the tools it needs to track and
prosecute the perpetrators of toll fraud.



Toll fraud is an illegal, fraudulent theft of service. I am
encouraged that if we all work together we can make a positive

impact on this terrible problem.

Sincerely,

{or Codotd

Don Eisenbarth
Technical Services Manager

DE/sah
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Mr. William F. Canton

Acting Secretary

Federal Communications Commission
1919 M Street NW

Washington, D.C. 20554

RE: CC Docket 93-292
Dear Mr. Canton: N

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
defauit passwords which are well known within the hacker community. Passwords shouid be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were

monitoring all traffic, there wouldn’t be any cases of toll fraud for periods Ionﬁgr tfhén a day. _m_‘..\
. of Copies rec'
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately wam the customer of the of the tol! frand
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only "hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

e ), P

Sharon W. Garver
Manager, Voice/Video Telecommunications
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Dear Mr. Canton:

It was with great interest | read the recent FCC Notice of Proposed Rulemaking
concerning Toll Fraud. As a telecommunications professional who is responsible
for my company's communications systems, | am encouraged by the proposed
rulemaking because even though | have taken each and every protective step
recommended by the IXC's and CPE vendors to secure my systems, | can still
experience toll fraud. It is impossible to secure my system 100% from fraud.

PBX owners should not be responsibie for 100% of the toll fraud if we don't
control 100% of our destiny. Since our destiny is not only controlled by our PBX
security precautions, but also by the information, services and equipment provided
IXCs, LECs, and CPEs, the law should reflect that. It is preposterous to think that
the IXCs, LECs AND CPEs who all have a very important part in this issue, have
absolutely no legal obligations to warn customers and therefore, no real incentive
to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their
equipment and provide recommended counter methods. It is critical that CPEs ship
equipment without default passwords which are well known within the hacker
community. Passwords should be created during the installation of the equipment
with the customers full knowledge. CPEs should be required to include security-
related hardware and software in the price of their systems. When you buy a car,
the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and

Sprint Guard have broken new ground in relation to preventing toll fraud, they still

don’t do enough. Some of these services are too expensive for smaller companies

and the educational information is superficial. Monitoring by the IXCs should be a

part of the basic interexchange service offerings, as all companies, large and small,

are vulnerable to toll fraud. If the IXCs were monitoring all traffic, there wouldn't

be any cases of toll fraud for periods longer that a day. As hackers begin new

methods of breaking in to systems by using local lines instead of 800 numbers, the

LECs should be required to offer monitoring services similar to the mC&'Copies rec'dﬂ
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| applaud the provisions outlined in the NPRM on shared liability. They are fair and
equitable. Shared liability will require clear definitions of the specific
responsibilities of the CPE owner to secure their equipment, the manufacturer to
adequately warn the customer of the toll fraud risks associated with features of the
CPE, and the IXCs and LECs to offer detection and prevention programs and
educational services. If toll fraud occurs and one of the parties should fail to meet
these responsibilities and prove to be negligent, then they should bear the cost of
the fraud. | do not believe any damages should be awarded to the aggrieved
parties. Should all parties have met the aforementioned responsibilities, and toll
fraud occurs, then liability should be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud
and not the cause.

The root of this insidious crime of toll fraud is the hacker community. As the
information highway widens, so do the endless opportunities for hackers to
compromise our communication systems. | do not believe it when the hackers
state they only 'hack’ to gain knowledge. If this were the case, there wouldn't be
a toll fraud problem. While it is the hacker who breaks in to the systems and sells
the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and
prosecute these criminals, toll fraud will continue to grow beyond the $5 billion
problem it is today. We must develop legislation that clearly defines and penalizes
this criminal activity and gives law enforcement the tools it needs to track and
prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. 1 am encouraged that if we all
work together we can make a positive impact on this terrible problem.

Sincerely,

(\\ XEQL,&'\,&/

Mary L. Dewey

Northrup King Company

7500 Olson Memorial Highway
Golden Valley, MN 55427
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company's
communications systems, | am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC's and CPE vendors to
secure my systems, I can still experience toll fraud. It is impossible to secure my system 100%
from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of our
destiny. Since our destiny is not only controlled by our PBX security precautions, but also by
the information, services and equipment provided IXCs, LECs and CPEs, the law should reflect
that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very important
part in this issue, have absolutely no legal obligations to warn customers and therefore, no real
incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provided recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs
should be required to include security-related hardware and software in the price of their
systems. When you buy a car, the lock and key are provided in the design and price of the car.
Not an adjunct that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some
of these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a day.

As hackers begin new methods of breaking into systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

Iapplaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to




secure their equipment, the manufacturer to adequately warn the customer of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. 1do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should
be shared equally.

However, share liability only addresses the symptoms of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our
communication systems. | do not believe it when the hackers state they only 'hack’ to gain
knowledge. If this were the case, there wouldn't be a toll fraud problem. While it is the hacker
who breaks into the systems and sells the information, it is the call sell operations that truly
profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. 1 am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

Tl 4

ara O. Gibbs
Mgr., Computer & Telecommunication Services
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Dear Mr. Canton:

It was with much interest I read the recent FCC Notice of Proposed Rulemaking
concerning Toll Fraud. As a telecommunications professional who is responsible
for my Hospital’s communications systems, I am encouraged by the proposed
rulemaking because even though I have taken all the protective steps
recommended by my vendors to secure my system, [ may still experience toll
fraud. You know as well as I it is impossible to secure any system 100% from
fraud.

PBX owners should not be responsible for 100%Z of the toll fraud if we don't
control 100% of our destiny. Since our destiny is not only controlled by our
PBX security precautions, but also by the information, services and equipment
provided IXCs, LECs and CPEs, the law should reflect that. It is preposterous
to think that the IXCs, LECs, and CPEs who all have a very important part in
this issue, have absolutely no legal obligations to warn customers and
therefore, no real incentive to stop fraud

CPEs should be required to provide warnings shout the risks of toll fraud with
their equipment and provide recommended counter methods. It is also important
that CPEs ship equipment without default passwords which are well known within
the hacker community. Passwords should be :reated during the installation of
the equipment with the customers full knowledge. CPEs should be required to
include security-related hardware and software in the price of their systems.
Not something you must purchase later.

While some programs offered by IXCs have broken new ground in relationship to

preventing toll fraud, they still don’'t do enough. Some of these services are

much too expensive for smaller companies while the educational information is | “—:ZSE:
superficial. Monitoring by the IXCs should be a part of the basiMy %‘es rec'd -

offerings, as any company regardless of sive is vulnerable to toll—’%&% . EIf
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